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The basics

1. The dilemma of GRC and agility

ez O

2. 3L(OD) model is a key first step: Agile/DevOps teams are
responsible for risk

3. Risk Management culture: The role of Risk

Governance and Compliance needs to change

The decision rights and accountability framework for

encouraging desirable behaviors in the use of IT (Ross
The Product Owner is responsible. Team members support the PO by performing risk analyses, design

& Weill, 2014). 1 st . i . ) - From Gatekeeper:
. and implement security measures, implement controls and provide evidence. .
line of stopping at the end

defence

To Traffic Monitor:
helping in advance

Risk

Identifying, assessing and
managing risks that could hinder
reliable achievement of objectives.

2 nd Sets the standards such as policies, guidelines and methodologies. Challenges the Tt line.

Skilled and competent "craftspeople” who also support the business. There are several a
ways to organise the 2" line of defence (e.g. through Professional Groups or Competence

Centers). Adaptation to Agile/DevOps WoW is necessary.

Compliance
line of

Adhering with the laws and regulations and
defence

company policies, procedures, etc.

How to solve the Risk vs Agile dilemma? 3 rd Nothing much changes for the 3™ line. Internal audit which directly reports to
. . . . . . N the board and to the audit committee.
Agile focussing on fast and flexible delivery, with gradual improvements. line of
defence

Risk focusses on control of a process, situation or change; this requires knowing in advance what will be changed.

Growth in maturity

4. A mature Agile/ Devops organization needs a mature and Agile Risk Management approach 5. Growth in maturity is needed

on the following topics
Traditional change

organization
@
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Agile/DevOps
change organization

From:

N

Waterfall Scrumming Value Streams Agile in control . .
- . .. - .. . e Requirements at a late e Wellin advance
Traditional way Only scrumming, not Self-organizing teams. Responisiility for Self-organizing teams with clear GRC X Int ted hf
of working. yet self-organizing. GRC is not placed within teams yet. framework. Teams are responsible for GRC. momen ¢ Integrated approach tor

Traditional Risk

Management
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Directive Managed

Inclusive

Agile/DevOps
Risk Management

Controlled Agile/DevOps
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Agile Risk & Compliance
Governance: A growth model

e Aseparate
tooling/committe per risk
area and 1t line area

e Risk = Directive

e Generic requirements on
paper in policies

e Demonstrating control
after changes is mostly
manual

all framework setting
parties (1%t and 2" line)

e Risk = Supportive

e Specific searchable
requirements in tool

e Continuously
demonstrable in control

Data driven RM. RM embedded in
st line procedures and tooling.

3L(OD) basic implementation.
Some cooperation with 15t line. Separate
procedures between Risk and 1%t line.

Embed in processes

6. Involvement of Risk and Compliance early in the ready phase
prevents rework later

2 line acts like audit.
Hardly any cooperation
between 1t and 2™ lines.

RM jointly with other framework
setting parties and partly embedded
in 15t line procedures.

7.Volg de voortgang via Obeya: Visualiseer, inspecteer 8. Use the Agile/ Devops delivery process to be in control
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Alignment

Clear defined and
searchable Risk

Meta-controls to
verify operational

Risk verification
embedded in automated

Early involvement of

o Agile leadership behaviour: Risk and other parties
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Exploration -> Ready -

Readlisation -+

-+ Goal setting based on actual progress

(Leadership) action board

requirements (setup)

Testing to prove existence

working of controls
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-+ Organization health check




