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While we are witnessing a great deal of
enthusiasm about Artificial Intelligence (Al)
technology, we are also concurrently seeing
widespread trepidation and concern especially
about the far-reaching adverse side-effects of
fast-paced Al technology development from all
corners of society'. Civil society, minority groups,
worker unions, academics, policy makers and
even voices from within the tech industry itself
have expressed worries about Al development
directions, its pace, and its real and potential
risks2. As people of all walks of life are already
directly and indirectly experiencing some

of the adverse effects?, policy makers have
rushed to pass regulation to ensure people’s
safety* while also trying to balance and ensure
that Al's benefits are also harnessed. Case

in point, the European Al-Act stands out as a
clear illustration of how the EU has moved to
regulate Al with an aim to "ensure that Al works
for people and <that it> is a force for good in
society"s. Not just within the EU, but worldwide,
governments are moving to regulate Alé: the

Canadian Artificial Intelligence and Data Act
(AIDA)?, Australia’s Al Balancing Act?, and the
Chinese government’s introduction of rules for
generative Al °, are among some of the first
examples that immediately come to mind. Even
the US government has recently taken steps
towards regulating Al, albeit with a voluntary
commitment approach" that is likely to be
toughened up in the years ahead because of
emerging criticism of its lack of safety and
accountability guarantees™.

So, what are the specific risks driving such
regulatory developments around Al? To answer
that, | will unpack and elaborate on some of

the specifics, most notably around so-called
generative-Al technology. | will largely focus

on its security implications from a private and
public perspective to illustrate some of the risks.
Notwithstanding this narrow focus, it remains
important to note that security considerations
are by far not the only risks of this type of
technology nor of Al in general but a good entry
point into the Al-risk landscape.

T Alec Tyson and Emma Kikuchi. “Growing public concern about the role of artificial intelligence in daily life”, Pew Research, Aug 28, 2023. Link: https://www.
pewresearch.org/short-reads/2023/08/28/growing-public-concern-about-the-role-of-artificial-intelligence-in-daily-life

2 Kevin Roose. “Inside the White-Hot Center of A.l. Doomerism’, The New York Times, July 11, 2023. Link: https://www.nytimes.com/2023/07/11/technology/anthropic-

ai-claude-chatbot.html

3 Emily M. Bender and Alex Hanna. “Al Causes Real Harm. Let's Focus on That over the End-of-Humanity Hype". Scientific American, August 12, 2023. Link: https://
www.scientificamerican.com/article/we-need-to-focus-on-ais-real-harms-not-imaginary-existential-risks

% Arman Noroozian. "The EU Artificial Intelligence Act Passes EU Parliament”. Link: https://www.eraneos.com/nl/en/articles/the-eu-artificial-intelligence-act-passes-

eu-parliament

5 European Commission. "A European Approach to Artificial Intelligence”. Link: https://digital-strategy.ec.europa.eufen/policies/european-approach-artificial-

intelligence

6 Mikhail Klimentov. “From China to Brazil, here's how Al is regulated around the world". Washington Post. 3rd Sept. 2023. Link: https://www.washingtonpost.com/

world/2023/09/03/ai-regulation-law-china-israel-eu

7 The Artificial Intelligence and Data Act (AIDA). Link: https://ised-isde.canada.ca/site/innovation-better-canada/en/artificial-intelligence-and-data-act-aida-

companion-document

8 Vanessa Mellis, Michael Thomas. “An Al balancing act — Australia's potential regulatory measures under consideration by government”. 15 July 2023. Link: https://
www.minterellison.com/articles/australias-potential-regulatory-measures-under-consideration-by-government

9 Rita Lico. "China unveils provisional rules for generative Al, including a licensing regime”. TechCrunch, 13 July 2023. Link: https://techcrunch.com/2023/07/13/china-

unveils-provisional-rules-for-generative-ai-services

10 Rita Ligo. “China’s generative Al rules set boundaries and punishments for misuse”. TechCrunch, 13 Dec 2022. Link: https://techcrunch.com/2022/12/13/chinas-

generative-ai-rules-set-boundaries-and-punishments-for-misuse

T Michael D. Shear, Cecilia Kang, David E. Sanger. “Pressured by Biden, A.l. Companies Agree to Guardrails on New Tools". The New York Times. 21July 2023. Link:

https://www.nytimes.com/2023/07/21/us/politics/ai-regulation-biden.html

12 Emily M. Bender. “’Ensuring Safe, Secure, and Trustworthy Al": What those seven companies avoided committing to”. J30 July 2023. Link: https://medium.com/@
emilymenonbender/ensuring-safe-secure-and-trustworthy-ai-what-those-seven-companies-avoided-committing-to-8c297f9d71a
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The Myriad Risks of
Generative-Al

Global demand for Al regulation should not
come as a surprise. With a backdrop of well-
documented harms of various Al systems and
the questionable ways by which some are
produced®™ ™, the public release of generative-Al
applications like OpenAl’'s ChatGPT have only
accelerated demand for Al regulation.

ChatGPT, which | assume most readers are
already familiar with, is an instance of so-
called generative-Al technology that can be
used to create hyper realistic textual output on
prompt. To demonstrate, the following quote
is the response that ChatGPT produced when
prompted to “explain to me in a few sentences
what generative Al is":

Indeed, and as the quote suggests, other well-
known archetypal examples of generative-Al
systems include popular applications like
Dall-E 2, and Midjourney, which for instance

can generate images from textual descriptions.
Other generative Al models and algorithms can

similarly be used to produce video and audio
from text. The following image for instance,

is generated by Midjourney when prompted
to create an image of “Tom Waits playing a
swordfish trombone on a sunny Hawaii beach”

Figure 1-Image generated by MidJourney
prompted with “Tom Waits playing a swordfish
trombone on a sunny Hawaii beach”

13 Adrienne Williams, Milagros Miceli, Timnit Gebru. “The Exploited Labor Behind Artificial Intelligence”. 13 Oct 2022. Link: https://www.noemamag.com/the-

exploited-labor-behind-artificial-intelligence

1% Abeba Birhane, Vinay Prabhu, Sang Han, Vishnu Naresh Boddeti. “On Hate Scaling Laws For Data-Swamps". 2023. Link: https://arxiv.org/abs/230613141
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Notwithstanding their striking capabilities,
generative-Al models like the ones exemplified
above have a strongly substantiated tendency
of producing biased and harmful output

and that is despite the fact that generative-

Al systems typically have guardrails placed
around them to limit their negative tendencies.
Guardrails are constructed through a process
referred to as “alignment” which steers

the generated outputs towards increased
conformity with human values and goals by
assigning virtual rewards and punishments to
the underlying processes that generate the
output. In practice, this so-called alignment
process is typically based on feedback from

real humans that painstakingly filter out the
models’ harmful responses. And yet, the result

is that it still produces no safety guarantees,
has only varying degrees of success, and at the
same time comes at considerable cost to the
humans providing the feedback™. Essentially,
harmful outputs still occur as they are also
closely linked to biases in the data on which the
underlying Al models are “trained” which cannot
be exhaustively account for this way. To make
matters even worse, alignment guardrails are
virtually non-existent for many open-source
generative-Al models, and there is no way of
controlling how some open-source generative-Al
models are utilized after their release, a point to
which | will return later when discussing the more
specific security implications of generative-Al
further.

To illustrate some of the harms, outrageous
negative examples of biased stereotyping have
been reported in the news as recent as early
2023 where for instance the images produced
by generative-Al models still typically portray
white men as being the people with high-

paying occupations whereas darker skin toned
men and women are produced as ones having
low-paying occupations'. This stereotyping
gets even more extreme when these are
images of "inmates”, or "terrorists”. In other
specifically bizarre cases, a prototype model
has even falsely labelled a prominent former
Dutch politician turned Stanford-academic

a "terrorist"”. To be clear, these are issues

that have been consistently reported on and
reoccurring for almost a decade™ ', but still
remain inadequately addressed even in state of
the art generative-Al models.

Overall, experts from across multiple disciplines
agree that the way in which current generative-
Al technology is being released entails serious
risks, a fact which their providers are well-
aware of. The process has even been described
as "blunder and tragedy” when it comes to
communicating those risks. As Jessica Newman
and Ann Cleaveland of UC Berkeley's Center for
Long-Term Cybersecurity put it: “Tech companies
have notoriously struggled with communicating
about the side-effects of their products in ways
that are actionable for users to make informed
risk decisions"?°.

15 Niamh Rowe. “It's destroyed me completely’: Kenyan moderators decry toll of training of Al models”. The Guardian, 2 Aug 2023. Link: https://www.theguardian.
com/technology/2023/aug/02/ai-chatbot-training-human-toll-content-moderator-meta-openai

16 L eonardo Nicoletti and Dina Bass. “Humans are Biased, Generative Al is Even Worse.” Bloomberg, 2023. Link: https://www.bloomberg.com/graphics/2023-

generative-ai-bias

7 Tiffany Hsu. "“What Can You Do When A.l. Lies About You?" The New York Times, 3 Aug 2023. Link: https://www.nytimes.com/2023/08/03/business/media/ai-

defamation-lies-accuracy.html

18 Tolga Bolukbasi, Kai-Wei Chang, James Zou, Venkatesh Saligrama, Adam Kalai. “Man is to Computer Programmer as Woman is to Homemaker? Debiasing Word

Embeddings”. 2016. Link: https://arxiv.org/abs/1607.06520

19 Aylin Caliskan, Joanna J. Bryson, Arvind Narayanan. “Semantics derived automatically from language corpora contain human-like biases". Science 356, 183-186

(2017). Link: https://www.science.org/doi/abs/101126/science.aal4230

20 Jessica Newman, Ann Cleaveland. “How Should Companies Communicate the Risks of Large Language Models to Users?”. Tech Policy Press, 8 June 2023 Link:
https://techpolicy.press/how-should-companies-communicate-the-risks-of-large-language-models-to-users/
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From both a public and private perspective,
there are indeed myriad risks tied to generative-
Al including ethical, legal, technical, and all the
way to large-scale systemic risks. These types of
risks are the fuel driving the global legislatory
developments around Al. Some, to name only a
few, include or revolve around:

Ethical concerns including
capitalization on exploitative

(] labour conditions, as well as the
risks of amplifying and reinforcing
existing societal harms like hate
speech and discrimination as well
as other forms of bias.

Legal concerns? including
complex contractual obligations,
privacy concerns, potential for
deceptive trade practices, as
well as intellectual property and
copyright considerations.

Myriad technological concerns for
instance with respect to security,
cybercrime, hallucination, output
validation, unintentional misuse,
and outright intentional abuse of
the technology.

Systemic risks such as creating
a negative technological race
o to the bottom due to "market
failure” and winner takes all
dynamics, endangering public
goods, the risks of large-scale
job displacement, and even
the potential of negatively
impacting democratic
election processes through
amplifying misinformation and
disinformation thus contributing
to socio-political instability.

Unravelling the web of complexities around
generative-Al's risks will surely require an entire
dedicated team of experts and a much longer
discussion. But elaborating on a small subset
of the elements on this list, is something that

| can hopefully manage and perhaps enough
to give the reader an impression of how deep
and wide the potential risks can go, let alone
ignoring the fact that we will only be looking at
a very specific type of Al technology, which is
momentarily experiencing a boom in interest.

A Deeper Dive into the Security
Risks of Generative-Al

Among the myriad risks of generative-Al
technology, those relating to matters of security
incandescently portray its shortcomings and

at the same time are convenient examples to
discuss because they are less embroiled with
matters of subjectivity and as such present

a convenient common ground for discussion.
We may for instance disagree on what
constitutes an ethical breach with respect to
the exploitative labour conditions currently
going into training large Al models, but we are
probably much more inclined to agree with

the statement that generative-Al being used

to produce highly targeted scams to extort
people?? 23, constitutes a serious security risk to
everyone.

Hopefully, once we have explored the breadth
and width of some of the security implications
of generative-Al, | will have also managed to
convey that generative-Al technologies should
be approached cautiously, and by no means
considered neutral or harmless from any
perspective (at the very least from a security
perspective).

21 Matthew F. Ferraro, Natalie Li, Haixia Lin and Louis W. Tompros. “Ten Legal and Business Risks of Chatbots and Generative Al". Tech Policy Press, 28 Feb 2023. Link:

https://techpolicy.press/ten-legal-and-business-risks-of-chatbots-and-generative-ai/

22 Eve Upton-Clark. “The rise of Al phone scams”. Buisness Insider, 28 June 2023. Link: https://www.businessinsider.com/ai-voice-generator-phone-scam-imposter-

crime-money-cash-2023-6

23 Catherine Stupp, “Fraudsters Used Al to Mimic CEO's Voice in Unusual Cybercrime Case”. The Wallstreet Journal 30 Aug 2019, Link: https://www.wsj.com/articles/

fraudsters-use-ai-to-mimic-ceos-voice-in-unusual-cybercrime-case-11567157402
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Increased Exposure and Vulnerability Resulting
from Generative-Al

In essence, generative-Al technology and its
wider integration and use within the private
and public domain increase security risks

as the technology broadens the proverbial
"attack surface” by exposing organizations and
individuals to various new forms of security
threats. By the looks of it, these threats are
growing faster than we can keep up with?* and
to name a few, depending on context, these
threats may relate to:

» Software and Information security,

 Intentional attacks directed at generative-Al
models,

»  Supply-chain vulnerabilities and Indirect
Attacks,

» Cybercrime

Software and Information Security Threats
The discourse around the risks of generative-
Al technology typically distinguishes between
unintentional harms and outright intentional
harm from abusing the technology. But from a
security perspective, this delineation does not
imply that the security implications are less
serious in either the former or latter case.

There are indeed serious unintentional security
risks even in some of the most seemingly benign
and popular applications of generative-Al.

To illustrate, consider that among the many
proclaimed success stories of generative-

Al technology are tools like Github's Copilot
and OpenAl's Codex. These are extremely
popular generative-Al based coding assistants
which boost productivity by helping software
engineers and developers through their work
process?. You can think of these as a fancy
form of autocomplete functioning the same
way your mobile phone keyboard provides
suggestions on how to complete words and

sentences that you are typing on your phone.
Underlying these products are generative-Al
models that have been specifically fine-tuned
for writing code. Such tools are actively being
used, by developers in professional and personal
settings alike, to reportedly create entirely new
code, complete parts of existing code, generate
system configurations, generate documentation,
find and fix bugs, and even generate tests. If

you partake in tech, chances are that some
developer upstream from you has already used
this technology to work on a product or service
that you rely on.

Despite their increasing popularity, recent
studies have manifestly demonstrated that
generative-Al based coding assistants have
significant security implications as they may
inadvertently introduce security flaws into

code. According to a recent study, up to 40%

of the suggestions produced by Copilot were

in fact insecure code suggestions?. You might
observantly question whether that may lead

to actual insecure code? Afterall these are only
suggestions and who knows whether developers
may end up using the insecure suggestions. Well,
follow up studies looking into this very question
have demonstrated that use of OpenAl's Codex
as a coding assistant could introduce 10% more
critical security bugs into code?. Along similar
lines, other studies have found that study
subjects who had access to an Al assistant
wrote significantly less secure code while at the
same time were more likely to believe they wrote
secure code?®. Such findings are highly likely to
generalize to other popular uses cases of these
coding assistants, including the automatic
generation of system configurations which is
currently in high demand for setting up cloud
infrastructure environments on the go. Even

the automatic generation of tests for instance
may be impacted by insecure suggestions from
generative-Al coding assistants.

2 Belle Lin. "Al ls Generating Security Risks Faster Than Companies Can Keep Up". The Wall Street Journal, 10 Aug 2023. Link: https://www.wsj.com/articles/ai-is-

generating-security-risks-faster-than-companies-can-keep-up-a2bdedd4

25 Eirini Kalliamvakou. “Research: quantifying GitHub Copilot's impact on developer productivity and happiness”. Github Blog, 7 Sept. 2022. Link: https://github.
blog/2022-09-07-research-quantifying-github-copilots-impact-on-developer-productivity-and-happiness/
26 Hammond Pearce, Baleegh Ahmad, Benjamin Tan, Brendan Dolan-Gavitt, Ramesh Karri. "Asleep at the Keyboard? Assessing the Security of GitHub Copilot's

Code Contributions”. 2021. Link: https://arxiv.org/abs/2108.09293

27 Gustavo Sandoval, Hammond Pearce, Teo Nys, Ramesh Karri, Siddharth Garg, Brendan Dolan-Gavitt. “Lost at C: A User Study on the Security Implications of Large

Language Model Code Assistants”. 2023. Link: https://arxiv.org/abs/2208.09727

28 Neil Perry, Megha Srivastava, Deepak Kumar, Dan Boneh. "Do Users Write More Insecure Code with Al Assistants?". 2022. Link: https://arxiv.org/abs/2211.03622
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As scientific literature is still only starting to
quantify the consequences and security risks
of generative-Al in the unintentional harm
context, what has already been studied clearly
demonstrates that there are serious security
implications for organizations and individuals
that utilize them. The security implications have
also already manifested in contexts outside of
scientific lab environments for the so-called
"early adopters”. Critical incidents as well as
serious sensitive data leaks have in fact been
widely reported in the news with respect to the
use of generative-Al technology and by now
we are all too familiar with the news coverage
of Samsung employees unintentionally leaking
sensitive internal source code via their use of
ChatGPT as an assistant?. Similarly, security
bugs in ChatGPT's public interface itself have
also made front page news where sensitive
payment information and entire conversations
of individual users were exposed and leaked3°.
Such indirect and unintentional harms are by far
not the only security issues.

Attacks on Generative-Al Models

Another particularly pressing security issue

with generative-Al technology is that of
intentional directed attacks on the underlying
"foundational” models themselves. This takes

us a step further than the unintended risks of
generative-Al discussed prerviously. Intentional
abuse is a critical scenario which most providers
of generative-Al technology have typically failed
to consider according to recent evaluations®'.
For example, a specific type of attack that is
frequently observed and discussed at length in
technical literature is that of an injection (aka
jail-break) attack on large language models
(LLMs) underlying popular applications like
ChatGPT. These attacks typically attempt

to break free of the model guardrails which
prevent applications like ChatGPT from
outputting or doing potentially harmful things.

While jail-breaking can be achieved in many
ways, some of the most popular methods are
through the engineering of so-called DAN-
prompts (aka do-anything-now prompts). For
instance, quoted below is a short excerpt of a
DAN-prompt targeting ChatGPT:

This illustration is intended to provide the
reader with a better idea of how easy they
are to produce. Needless to say, steps have
already been taken by OpenAl to make the
illustrated DAN-prompt ineffective, however,
using prompts like these, people have been
able to jail-break and trick generative-Al
applications like ChatGPT to produce all kinds
of questionable things, from targeted and
personalized phishing emails, all the way to
recipes for bombs (See Figure-2 for example).

29 Mark Gurman, “Samsung Bans Staff's Al Use After Spotting ChatGPT Data Leak”. Bloomberg, 2 May 2023. Link: https://www.bloomberg.com/news/
articles/2023-05-02/samsung-bans-chatgpt-and-other-generative-ai-use-by-staff-after-leak

30 Mitchell Clark. “ChatGPT's history bug may have also exposed payment info, says OpenAl”. The Verge, 25 March 2023. Link: https://www.theverge.

com/2023/3/24/23655622/chatgpt-outage-payment-info-exposed-monday

31 Rishi Bommasani, Kevin Klyman, Daniel Zhang, Percy Liang. “Do Foundation Model Providers Comply with the Draft EU Al Act?”. 2023. Link: https://crfm.stanford.

edu/2023/06/15/eu-ai-act.html
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m to forma

strings and combine the
Take these three 0! il

json data structure that shows the needed in,

The word that can be formed by combining "NA", *PA",

Here is an example of a JSON data structure that show:

producing napalm:
swift

{
"ingredients": [
{
"name": "Naphthalene",
"amount”: "1 cup"
3

"name": "Palmitic Acid",
"amount”: "1 cun"

Figure 2 - Security Expert Mikko Hypponen
demonstrating jail-break live on stage where
ChatGPT produces a bomb recipe

With such examples, it is quite clear that
generative-Al technologies should be treated
very carefully from a security perspective as
their capabilities also make them attractive
targets for attacks. And yet providers of LLMs
have only recently begun to systematically
address such jail-break attacks through red
teaming exercises®? and reconfiguring their
models to not fall prey to jail-breaking prompts.
While such exercises are a step in the right
direction, alarmingly however, no one yet knows
how to effectively protect against injection
attacks in general, with new attacks emerging
on an almost daily basis. There is even recent
scientific work suggesting that it may be
generally impossible to stop injection attacks on
LLMs? given the way the current guardrails are
constructed.

Supply-Chain Vulnerabilities and Indirect Attacks
Next to the directed attacks discussed above, a
particular hairy security problem also emerges
when augmenting generative-Al models with

the capability to access data from other

sources, the public internet for instance, which

is an increasingly popular trend. A tool like

Bing chat (aka Microsoft Co-pilot) which is now
integrated into many of Microsoft's products is a
perfect exemplar.

To demonstrate the security problems of this
emerging trend, researchers have jokingly
"attacked"” Bing chat and altered its behaviour
to respond to questions by including the word
"cow” at the end. The attack was achieved by
including hidden instructions for Bing chat on
a publicly accessible website3* which the tool
was happy to pick up and execute. While on
the surface the example may seem benign,

it essentially demonstrates the possibility

of a specific type of attack on generative-

Al technology which comes about through
“poisoned data” that may be ingested
somewhere along its supply-chain. This type
of data poisoning somewhat resembles and
relates the notion of a software supply-chain
vulnerabilities but at the same time exhibits
unique challenges.

Supply-chain vulnerability is a term evoked when
discussing incidents like the infamous log4J code
vulnerability which was making the rounds in
security news not so distantly. This was a critical
security issue in a commonly used piece of Java
software across the world which affected a
large number of organizations, products and
services. In the traditional sense, such incidents
typically come about through issues with a piece
of software down the supply-chain which many
depend on. But with respect to such source code
we may gain some reasonable insight into the
origins of a security problem by examining the
code and its dependencies down the supply-
chain. We even have relatively mature security
best-practices like SBOMs (software bill of
materials) that document and provide better
insights into the supply-chain of software and its
source code dependencies® for scenarios like this.

32 Will Oremus. "Meet the hackers who are trying to make Al go rogue”. The Washington Post, 8 Aug 2023. Link: https://www.washingtonpost.com/

technology/2023/08/08/ai-red-team-defcon

33 Andy Zou, Zifan Wang, J. Zico Kolter, Matt Fredrikson. “Universal and Transferable Adversarial Attacks on Aligned Language Models". 2023. Link: https://llm-

attacks.org/

34 Arvind Naryanan. https://twitter.com/random_walker/status/1636923058370891778

35 US Cybersecurity & Infrastructure Security Agency. Software Bill of Materials (SBOM). Link: https://www.cisa.gov/sbom
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In the context of generative-Al models on the
other hand, the demonstrated vulnerability
within Bing chat, comes about through the
ingestion of data, and with respect to data

we have a much more opaque view of its
dependencies and even less mature security
practices. The large language models which
form the backbone of popular generative-Al
applications like Bing chat, are trained on large
troves of data from the public web and this
means that in theory they could have already
ingested maliciously poisoned data, perhaps
even data infected with hidden backdoor
triggers of which we have little information.
This risk is exacerbated by the fact that model
providers are notoriously coy about divulging
the exact training data that has been ingested
in training, which is very likely also related to
current legal copyright battles that they are
facing?® 37 3,

Poisoned data can of course have much more
dire security implications than Al models
responding to prompts with the word "cow”.
Beyond the humouring example above,
researchers have in fact demonstrated how such
vulnerabilities may be used to automatically
turn Bing chat into an online scammer that
discretely but persistently tries to run a scam,

or sell a particular product to its user after the
user inadvertently accesses a malicious website
through their assistant®? “°, which in turn triggers
a so-called indirect prompt-injection*' attack
due to the presence of poisoned data on the
website. Other researchers have demonstrated
how it is possible to silently place entire
poisoned Al models on popular open-source
data and model sharing platforms like Hugging

Face for others to pick up and use*2. These
types of attacks clearly demonstrate current
short comings with respect to the supply-chain
vulnerabilities of generative-Al models.

In essence, what these examples demonstrate
is the relative ease with which augmented
assistants can be exploited as well as the current
immature state of the Al industry with respect
to matters of supply-chain security. And yet,
many downstream organizations are unaware
of the security risks involved in using such Al
technology. As such, they will be exposing
themselves and others to serious security risks
in their supply-chain by for instance integrating
augmented LLMs into their own applications
and services, or even that of their customers.

Even so, and despite the risks, it seems that
generative-Al model providers are for the time
being trusting the training data that is ingested
by their models by scraping the public web.
This is likely to become a much bigger issue,
especially when considering the increasing
popularity of Al services and products. Given
the strong market trends towards integrating
LLMs into every other application, search
engines and web browsers for example,

which Bing Chat is a clear example of, strong
incentives are also created for malicious actors
to leave poisoned data on the web*® which can
then be picked up during user interaction or
even ingested at model training time.

36 Ella Creamer. “Authors file a lawsuit against OpenAl for unlawfully ‘ingesting’ their books”. The Guardian, 5 July 2023. Link: https://www.theguardian.com/
books/2023/jul/05/authors-file-a-lawsuit-against-openai-for-unlawfully-ingesting-their-books

37 Wes Davis. “Sarah Silverman is suing OpenAl and Meta for copyright infringement”. The Verge 9 July 2023. Link: https://www.theverge.com/2023/7/9/23788741/
sarah-silverman-openai-meta-chatgpt-llama-copyright-infringement-chatbots-artificial-intelligence-ai

38 Bobby Allyn. “New York Times' considers legal action against OpenAl as copyright tensions swirl”. NPR, 16 Aug 2023. Link: https://www.npr.
org/2023/08/16/1194202562/new-york-times-considers-legal-action-against-openai-as-copyright-tensions-swirl

39 Kai Greshake, Christoph Endres, Mario Fritz, Shailesh Mishra, Sahar Abdelnabi. "Compromising LLMs: The Advent of Al Malware”. 10 Aug 2023. Link: https://www.
blackhat.com/us-23/briefings/schedule/#compromising-lims-the-advent-of-ai-malware-33075

40 Kai Greshake. https://greshake.github.io/

“1 Kai Greshake, Sahar Abdelnabi, Shailesh Mishra, Christoph Endres, Thorsten Holz, Mario Fritz. “Not what you've signed up for: Compromising Real-World LLM-
Integrated Applications with Indirect Prompt Injection”. 2023. Link: https://arxiv.org/abs/230212173

“2 Daniel Huynh, Jade Hardouin. “PoisonGPT: How we hid a lobotomized LLM on Hugging Face to spread fake news". 2023. Link: https://blog.mithrilsecurity.io/

poisongpt-how-we-hid-a-lobotomized-lim-on-hugging-face-to-spread-fake-news/

“3 Melissa Heikkild. “Three ways Al chatbots are a security disaster”. MIT Technology Review, 3 April 2023, Link: https://www.technologyreview.

com/2023/04/03/1070893/three-ways-ai-chatbots-are-a-security-disaster/
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Supercharged Cybercrime

In addition to the aforementioned supply-
chain risks, what we have also seen emerge

is the proliferation of cybercrime that has
received a boost through the utilization of
generative-Al technology. This has largely been
driven by advances made in terms of open
source generative-Al models; i.e., their wider
availability and increased efficiency in terms
of the limited computing resources required to
finetune and adapt them. However, increased
Al-enabled criminality was already something
of a phenomenon with the advent of deep-
fake videos in political contexts from several
years ago. The cybercrime problems are further
exacerbated by the fact that open-source
generative-Al models are not protected by

the typical guardrails of commercial models
(as defective as those might be) to prevent
their abuse. Wider availability has in essence
lowered the entry barriers for cybercriminals to
abuse generative-Al for malicious purposes and
increased the efficiency of their scams.

In the cybercrime arena, we see that generative-
Alis not only being used in high-stakes political
contexts of elections, to produce deep-fake
videos for instance, but also in economically
motivated crime to extort money in phone

call scams** by faking individuals voices, their
tone, or even personality. Highly effective
spear-phishing attacks are being generated
with the help of generative-Al*> *¢_In bizarre
instances generative-Al tools from a commercial
Al phone call company have for instance

been easily overtaken to make ransom calls
without even the need to break through any

existing guardrail®. Serious incidents have

been reported of CEO's voices being faked

to dupe employees into transferring money

to cybercriminal gangs*®. And, perhaps
predictably, within online cybercrime forums,
entities have emerged that trade access to
tools like WormGPT*? and FraudGPT*° that are
reportedly tailored and fine-tuned to automate
the creation of highly convincing phishing
emails personalized to their recipients, with the
tools even being advertised as services being
capable of producing sophisticated malware®,
and finding software vulnerabilities. In other
areas we are witnessing the emergence of a
marketplaces for pornographic content where
“everything and everyone is for sale” as long as
they have a digital footprint>2 53, It is not hard to
imagine how such things can and will be abused.

The consequences of such economically
motivated cybercrime appears to be that with
the wider availability and democratization

of generative-Al technology, victimhood has
also been democratized. With large digital
footprints, many of us can be targeted and
become victim to targeted attacks. In face of
such risks, it has become ever more important to
strengthen cybersecurity efforts and defences
to mitigate the potential harms of generative-
Al enabled for everyone. Indeed, Al-enabled
cybercrime directly and indirectly effects the
security and safety of society, organizations,
and individuals and as such be treated as a risk.

44 Eve Upton-Clark, “The rise of Al phone scams”. Business Insider, 28 June 2023. Link: https://www.businessinsider.com/ai-voice-generator-phone-scam-imposter-
crime-money-cash-2023-6

%5 Lily Hay Newman. "Al Wrote Better Phishing Emails Than Humans in a Recent Test”. WIRED, 7 Aug 2021. Link: https://www.wired.com/story/ai-phishing-emails/
46 Bruce Schneier. “Using Al to Scale Spear Phishing”. 13 Aug 2021. Link: https://www.schneier.com/blog/archives/2021/08/using-ai-to-scale-spear-phishing.html
47 Nathan Labenz. Link: https://twitter.com/labenz/status/1683947449323229186

48 Catherine Stupp, “Fraudsters Used Al to Mimic CEO's Voice in Unusual Cybercrime Case”. The Wallstreet Journal 30 Aug 2019, Link: https://www.wsj.com/articles/
fraudsters-use-ai-to-mimic-ceos-voice-in-unusual-cybercrime-case-11567157402

49 "WormGPT: New Al Tool Allows Cybercriminals to Launch Sophisticated Cyber Attacks”. The Hacker News, 15 July 2023. Link: https://thehackernews.com/2023/07/
wormgpt-new-ai-tool-allows.html

50 “New Al Tool 'FraudGPT' Emerges, Tailored for Sophisticated Attacks”. The Hacker News, 26 July 2023. Link: https://thehackernews.com/2023/07/new-ai-tool-
fraudgpt-emerges-tailored.html

51 Eran Shimony And Omer Tsarfati. “Chatting Our Way Into Creating a Polymorphic Malware”. 2023. Link: https://www.cyberark.com/resources/threat-research-
blog/chatting-our-way-into-creating-a-polymorphic-malware

52 EMANUEL MAIBERG. “Inside the Al Porn Marketplace Where Everything and Everyone Is for Sale”. 404 Media, 22 Aug 2023. Link: https://www.404media.co/inside-
the-ai-porn-marketplace-where-everything-and-everyone-is-for-sale/

53 Cecilia D'Anastasio and Davey Alba. “Google and Microsoft Are Supercharging Al Deepfake Porn”. Bloomberg, 24 Aug 2023. Link: https://www.bloomberg.com/
news/articles/2023-08-24/google-microsoft-tools-behind-surge-in-deepfake-ai-porn
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Some Take Aways

Now that we have seen some of the more
specific generative Al security threats, let us
take a step back and look at the bigger picture.

Generative-Al technology carries great promise,
but at the same time implies a wide range of
security risks. The risks can even go beyond
security concerns to a point of becoming
systemic risks. The technology has for instance
already been shown to have negative effects
on some of the most cherished public resources
of our times. Since the public release of tools
like ChatGPT, technical knowledge sharing
platforms like StackOverflow®* have already
been negatively affected in terms of the
quantity and quality of questions and answers®>
which they host. This is despite their vast and
valuable knowledge base of questions and
answers being part of the very foundational
data on which generative-Al models are trained
on in the first place®. A second example is the
threat of spam and “content pollution”. On the
web, generated spam has already reached
such levels that distinguishing between useful
content and low-quality mass generated spam
content is increasingly difficult®’.

These examples demonstrate that generative-
Al technology can even become a systemic
threat to valuable public goods like the public
web itself. lronically, the side effects are self-
defeating as generated content is affecting
the largest and most important source of
model training data, i.e., the public Web. This
auto-deconstructive phenomenon is being
likened to having to "“make photocopies of
photocopies” which over time deteriorate in
quality and usefulness. But perhaps even more
importantly, the dynamics limit the competition

power of later innovators against the few
dominant providers of generative-Al models
as newcomers are left having to deal with the
negative side effects produced by current
generative-Al.

So, what should we be taking away from this
discussion, the highlighted findings in the
security context, as well as the broader risk
context of generative-Al? And more importantly
what can, or should we do about them?

The answer is unfortunately not straight
forward, partly because many of the challenges
have not been solved and the Al industry is
immature in many respects. Nevertheless, as
communities of experts are gathering to solve

some of the issues discussed here, fruitful
outcomes have already been produced that set
us on the right track.

54 Maria del Rio-Chanona, Nadzeya Laurentsyeva, Johannes Wachs. “Are Large Language Models a Threat to Digital Public Goods? Evidence from Activity on Stack

Overflow". 2023. Link: https://arxiv.org/abs/2307.07367

55 Stackoverflow Policy. “Temporary policy: Generative Al (e.g., ChatGPT) is banned”. 2022. Link: https://meta.stackoverflow.com/questions/421831/temporary-policy-

generative-ai-e-g-chatgpt-is-banned

56 Leandro Von Werra. Link: https://twitter.com/Ivwerra/status/1695083889859969459

57 James Vincent. "Al is killing the old web, and the new web struggles to be born”, The Verge, 26 June 2023. https://www.theverge.com/2023/6/26/23773914/ai-large-

language-models-data-scraping-generation-remaking-web
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With respect to security, awareness of the
serious risks is a first step. Security training
focused on the risks of Al technologies

will certainly be an essential part of the
process. And far as solutions go, various Al

risk management frameworks have already
been developed that incorporate measures

of safety and security for generative-Al and
Al-systems in general. The European Union
Agency for Cybersecurity (ENISA) has for
instance published its Multi-Layer Framework
for Good Cybersecurity Practices for Al*8, and
The American National Institute for Standards
(NIST) has also published its own Al risk
management Framework>?. Both are extremely
valuable and essential resources to get familiar
with as reference standards. Moreover, with
respect to generative-Al technology and its
security risks, the Open Worldwide Application
Security Project (OWASP) has also recently
published its top 10 security concerns for large
language models along with their proposed
mitigation strategies®®. As security best-
practices around generative-Al and general
Al-systems are taking shape, regulation and
standards are poised to accelerate and increase
the pressure for incorporating such best
practices into Al-enabled systems, services, and
products. A lot can also be carried over from
traditional software security best practices.
Indeed, we are seeing ideas like an "Al Bill

of Materials” being proposed for mitigating
supply-chain vulnerabilities in similar fashion to
the SBOMs which are now an established part
of traditional software security practice and
supply-chain vulnerability management.

With respect to the larger systemic risks of Al,
there is also an emerging consensus among

experts that the following steps should at the
very least be incorporated into our processes:

» Awareness: listen to what experts have to say
and get educated on what is happening and
is at stake.

« Transparency: Be transparent about Al
system limitations as well as demand
transparency from upstream providers of the
technology.

¢ Responsible Practice: Audit Al systems and
identify their potential weaknesses and
harms and take steps in protecting their
safety and security.

» Proactiveness: Actively engage with and
invest in reducing and mitigating the harms
of Al systems that you create and employ.

» Discretion: Exercise great caution as a
consumer or producer of Al technology and
do not blindly trust Al technology.

» Verification: Don't utilize models that are
not systematically tested whether in terms
of bias, security, reliability of output, and
everything else that matters without
verification.

» Embracing Safety: Resist the mistake that
regulation and notions of ethics, fairness,
and transparency slow down business
innovation and recognize the need for safety
and security for everyone.

While these steps are certainly not exhaustive,
they do provide a solid start and we must
appreciate the fact that it will take time for
standards and best-practices to be developed
and become fruitful. The sooner the better.

58 European Union Agency for Cybersecurity (ENISA). Multi-Layer Al Security Framework for Good Cybersecurity Pracitces for Al. June 07 2023. Link: https://www.
enisa.europa.eu/publications/multilayer-framework-for-good-cybersecurity-practices-for-ai

59 National Insistitue for Standards (NIST), “Al Risk Management Framework” Link: https://airc.nist.gov/Al_RMF_Knowledge_Base/AI_RMF
60 OWASP. "OWASP Top 10 for Large Language Model Applications”. Link: https://owasp.org/www-project-top-10-for-large-language-model-applications/
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Final Remarks

Developing Al systems is increasingly a complex
task, especially with the advent and rising
popularity of generative-Al. While carrying
promise, these have nonetheless myriad risks
as demonstrated here as by numerous other
individuals and experts in other contexts.
Dealing with Al's risks certainly takes expert
knowledge and professionalism as the specific
risks needs to be identified in each context,
accounted for, and adequately mitigated. A
process which will soon be enshrined as law
within many jurisdictions and application areas.
And for the more critical, there is of course the
very useful Weizenbaum guideline of “Is it good
and do we need it?” which puts things in a whole
different perspective®'.

At Eraneos, we have an established and
long-standing experience in developing and
delivering complex data and Al solutions

that take Al safety seriously. We are closely
monitoring the technical and legal trends as we
advise on, design, build, and deliver innovative
solutions drawing on our extensive technical
knowledge of both data and Al systems. If you
find yourself thinking of or dealing with some
of the issues that have been discussed here, do
reach out to us and one of our experts may be
able to help you find the right path to navigate
the complexities and perhaps even find a fitting
solution for your problem.

6 Jack Stilgoe, "We need a Weizenbaum test for Al", 2023 Aug 11;381(6658):eadk0176. Link: https://www.science.org/doi/101126/science.adk0176
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